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ABSTRACT 
This research paper discusses the courts' previous, present and 
future attitudes toward privacy as a right. Federal protection by law 
(Federal Communications Act} regarding what information credit report-
ing agencies may collect and/or disclose is discussed at length. Guide-
lines for the consumer regarding his rights and the steps he can take 
as an individual to protect his interests are provided. 
An area covered in great depth is the development of standards 
for data verification. The advantages and/or disadvantages of various 
operating systems criteria are interpreted and the means for protecting 
the system from intrusion or leakage of data is elaborated upon, bringing 
into play systems already in use and systems contemplated for future use .. 
Drawing information from various experts in the field, I have 
suggested various means by which a sound data classification system can 
be realized. Physical conditions, including design, and personnel require-
ments are two areas in which precautions to minimize the potential for 
privacy violations can be developed. Although precautions can be bui It 
into the system, unauthorized attempts to access the system must be 
aborted. and restricted by the establishment of monitors on al I terminal 
action . 
..l 
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The cha I lenge to privacy control is made ever more difficult 
and unpredictable by the predominance of the human factor. This factor 
is largely the reason that this paper leans so heavo ly toward the area of 
security of the system. Because it is such a broad area, security is 
discussed and developed on all levels; i.e., government, business and 
industry, and private individuals. 
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The word lfprivacy" is used quite a bit today. It generally 
means the protection of an individual .from unreasonable "snooping" 
by means of audio, visual or by a mechanized i.nformation system. 
Invasion of privacy can go quite a bit further by means of the latter 
system. Someone can use your name for unauthorized use in trade or 
advertising or the unauthorized access to personal or confidential 
information. 
Professor Alan F. Westin of Columbia University recognizes 
four significant functions that privacy performs: 
1. personal automony 
2. emotional release 
3. self-evaluation, and 
1 4. protected communciation. 
Privacy is actually a necessary part of an individual's way of life; 
therefore, it must be considered a basic right. 
By data automation one's rights to privacy can be both lost 
and secured. We cannot come out screaming for the end of data information 
systems. They help us in many of our everyday functions. The problem 
that really exists, is that there is no definite statement which provides 
us with a clear and acceptable definition of what constitutes an unreasonable 
invasion of privacy. Any one of the following could be considered 
an unreasonable invasion of privacy: 
· 1. If the data information system would fac;:i I itate the 
. unwarranted identification of a person, family or any 
other small group; 
3 
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2. If the data that is divulged is not considered public 
information by legal statute or the information would 
cause unjust economic loss or social stigma to the in-
d,ividua I; or 
3. The unnecessary loss of a property right could also 
fa 11 into this category. 2 
Now we start splitting hairs, and come to other differences. 
We may occasionally ask ourselves, What is the difference between what 
is private and what is confidenti~I? Any one of the fol lowing factors 
could be the distinguishing characteristic: The context within which 
the specific information is embedded; the amount of information assembled 
and accessible; the intrinsic nature of the information; the sophistication 
of the social values held by the individuals concerned; the character 
and scope of the subculture; and the significance -of personal attributes 
such as: age, ancestry, social status, race, etc. These and many other 
standards can be used to determine what is private and what is confidential. 
The difference may seem small, but to some person's wellbeing and happi-
ness, the disclosure of confidential information is always something 
····{ 
they fear. 
I mention the differences here, because at one time or another, 
a person or family, or a group is asked to fill out a questi'onnaire · 
. . 
concerning their private affairs. Some items are not considered to 
infringe on personal privacy such as name, maiden name, address, 
age or date of birth, race, sex, marital status, name of spouse, and 
4 
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next of kin. I mention these as not pertaining to personal privacy, but 
I imagine I would get a debate on a few of them. 
There is some information that is generally considered personal 
such as occupation, education, income, religious preference, political 
preference, family size, ages of children, taxes paid, history of residence, 
attitudes toward social issues, property ownership, value of property, 
marital history, drinking practices, hospitalization record, record of 
arrests, ancestry, name of relatives, and response to psychologica I 
3 
or medical questions. Some of these items, I for one, would not like 
to see disclosed to the general public; but to others, they may seem · 
very trivial. If you stop and think for a moment, all of this information 
is known by one source or another. There is no way of getting around 
it--you must divulge certain information to get a job, a loan, or a credit 
card. It is sti 11 private, as long as these institutions do not divluge 
the information. 
Our court system has not always recognized the right of privacy. 
Before 1900, courts formerly looked to some other means to redress 
personal wrongs. As a matter of fact, no English or U.S. court specifically 
ruled on an issue of privacy as a protected right of its own until after 
1890. At this time Messrs. Warren and Brandeis published an article 
that had a great effect on the development of this new legal theory. 
Soon after the publication of Messrs. Warren and Brandei's article, 
many others advocated the existence of the right of privacy issue. In 
5 
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1902, the New York Court of Appeals rejected the views of the Warren 
and Brandeis article, but immediately thereafter, the New York State 
Legislature enacted a public law recognizing the law of privacy. The 
s_tatute prohibited the use of the name, likeness, etc., of any living· 
person without consent for "advertising" or ~'purposes of trade." 4 
In 192 8, the Supreme Court of the U.S. was confronted with 
its first technological case--a wiretapping case known as Olmstead vs~ 
The United States. In this case, Justice Taft concluded that there had 
been neither a search nor seizure by the wiretap, therefore, the wiretap 
was not illegal. Nevertheless, the state courts had a different view. 
In 1931, a decision in Kentucky was that wiretapping was illegal. Justice 
Rees concluded that: 'Whenever a telephone line is tapped, the privacy 
of those talking over the line is invaded and conversations, wholly 
proper and confidential may be overheard. Wiretapping is akin to eaves-
dropping, which was an indictable offense at common law, and while 
..... it has not been made a punishable offense by statute in this state, we 
conclude that the facts alieged in the petition i)n this case constitute 
a wrong done to appellant for which the law affords a remedy by an 
' \ 
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action for damages. 11 · 
· In the yeat 1932, in the fourth edition of Treatise on Torts, Judge 
· Cooley stated that the right of privacy is purely a personal one. It 
is a right of each individual to be left alone, at1d not to be dragged 
into pub I ic. 
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The state of Georgia went a bit further by establishing that 
a person's privacy cannot be threatened by the use of a microphone 
to overhear his conversations, or to physically intrude upon an individual'~. 
solitude; and it also protected unlawful entry into a bui I ding. 
After the Goldman vs. The United States case, the Court ruled 
out wiretap evidence. It was excluded from Federal Court.$ by Section 605 
of the Federal Communications Act. The ban included use of knowledge 
gained from wiretaps. 
The right to privacy is even harder to retain today than it 
· was formerly. The right of privacy exists in spite of human ingenuity 
and technological gains. We are gaining ground in many areas, since 
today we have the right t~ a civi I suit for damages for violation of privacy 
in almost every state in the Union. 
At one time, there was considerable comment about an old view 
of overhearing a conversation. It was thought that once a conversation 
is overheard, it no longer deserves the right of protection. At the time 
this idea was tossed around, it had its points; but i~ this day and a·ge 
of technology, it has no basis. In June 1967, the Supreme Court handed 
down a decision involving the use of electronic eavesdropping devices. 
The Court based its decision on the Fourth Amendment ("The right of 
.. 
the people to be secure in their persons, houses, papers, and effects, 
against unreasonable searches and seizures ... 11 without due process 
7 
-of law). The Court also threw out a New York statute that permitted 
bugging by police officers after a warrant or court order had been 
obtained. The Court decided that New York's statute was vague and 
broad. At this time, the Court ruling pertained only to electronic eaves,-
dropping, and not to wiretapping. 
The Supreme Court has protected a person against invasions 
that are Constitutionally provided and has refused to permit use of 
evidence seized in contradiction of the Constitution. They have clearly 
refused specifically to incorporate a right to privacy into the Bill of 
.. - Rights. 
There are Federal statutes that are very important in protecting 
the rights of individuals. One is from the Federal Communications Act, 
which outlaws information obtained by wiretapping or bugging. U.S. 
Code, Section 1905, prohibits Federal employees from disclosing confiden-
tial information. 
_Today, many businesses and industries are setting up their 
own rules and regulations protecting the rights of their employees. 
,, 
Within the computer community the ability to offer security and privacy 
in a shared system is a necessity for conducting business. 
In the future, we can see that technology wi II be p~acing a great 
strain on the capacity of present jurisprudence to cope with these unique 
problems. Some experts urge the establishment of national policies· 
8 
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that would govern .the interactions of science and technology within 
the rest of society. Congress never formulated a national science policy, 
but merely a collection of policies-on scientific and technological responsi-
bility. Today's technological advances require the creation of new 
economic, political and social organizations or they must change the 
old ones to function in today's and our future's society. 
With as many technological advances as we have been having 
- some people oppose creation of pooled data centers and certain intelligence 
systems. People fear the growing power of Government. The status 
quo in legislation is encouraged by some on the basis that legal safeguards 
are now adequate and that industry will use restraint and police itself. 
The category of opinions that falls in the middle urges a new legal 
approach to the processing of personal information by authorities 
in a free society and a new set of legal, administrative, and systematic 
protections to accomplish this objective. 
When businesses begin to combine files, there will probably 
be an effort made by the legislatu're to put certain restrictions on the 
combining process. One Federal approach is to have a copy of all the 
information concerning an individual given to that person. With.this 
method, each person is able to protect himself against any inaccuracies 
that may arise. Legislation could control the information that may be 
entered in a person's file and also to· limit the persons who are allowed 
to retrieve such information. It is also possible for the states to pass 
9 
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restrictive statutes to protect the people whose information is kept 
on file. 
At the present time, the Supreme Court is mainly ·trying to protect 
against invasion of privacy by electronic means. Many people are 
· hoping the Court views the right of privacy as part of the Bi II of Rights. 
If this should occur, the states would have to comply through the Fourteenth 
Amendment (securing the Bill of Rights to the citizens of the United States 
through State responsibility--" ... No State shall make or enforce any 
law which shall abridge the privileges or immunities of citizens of the 
United States; nor ... deprive any person of life, liberty, or property, 
without due process of law; nor deny ... equal protection of the laws ... "). 
Court decisions are showing a greater wi 11 ingness to permit damages 
for the tort of invasion of privacy by electronic means, use of confidential 
data by publicity or by any other means. They are also beginning 
to grant injunctions to prevent many invasions of privacy. 
For the present, indistry is going to have to set up their own 
factfinding boards to protect themselves from litigation because of 
disclosure of private information. There is definitely a need for a failsafe 
method to secure systems. They must be made i nvu lnerabl e. Low cost 
technologicai security features could be incorporated in every system. 
Scrambling devices along with new methods of transmission could be 
used to secure many systems. Better security at the installation site 
10 
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can also be used as a deterent. Since presently protective legislation 
in the area of privacy is vague and there is a lack of universality by 
the courts, the burden of providing security for data and assuring 
. privacy remains with private industry. 
How can we safeguard information? There are laws and statutes 
which protect the rights of individuals. Virtually all of these laws 
are based on the concept of property or simply, material objects. 
In the field of information retrieval, the basic element to be protected 
is information. There are very few laws or statutes that control the 
release or disclosure of information. 
Information in a remote access computer must be protected against 
unauthorized or accidental modification or disclosure. Each user depends 
upon his information being stored in the system. When information 
is modified or disclosed it means either unwarranted destruction or 
deletion of information from the files. It is important that the system 
is so structured so that information is recoverable evenJn the case of 
complete failure of the machine. Fires do occur and it is important to 
~~ 
keep secondary copies of the most important records in a remote location 
to guard against such loss. 
Computers do not spy on people. A computer merely stores 
information and correlates it with information that is already on file. 
The information can be retrieved at the pus.h of a button by any op~rator. 
11 
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People tend to fear this machine because it can know all, and it never 
forgets. This is one reason why people want restrictions on computers. 
·~ 
Privacy can be preserved ·by efficient methods of retrieval. 
Until a few years ago the unauthorized use of data had been mainly restric-
' ted to the sale of subscription lists. Computers are used quite extensively 
now and somethnng as minor as subscription lists being sold would not 
bother the average individual; but when information is kept on file such 
as a person's address, family status, place of employment, approximate 
salary, credit status, charge accounts, payment income, medical and 
hospital records, the average individua I would object strenuously. 
Computer files even cover moral hazards such as extramarital affairs, 
homosexuality, heavy drinking or any other social observation. 6 
All this information may be on file with a credit or other agency, and 
at some time someone is going to see the information, whether you like_ 
it or not. One would therefore like the information protected, and so 
does the U . S. Government. 
Experts are drawing a line between statistical in,formation 
J-., 
systems and intelligence systems. A statistical system identifies character-
istics relating to a group of individuals. An intelligence system generates 
information about individuals as individuals. Even some experts challenge 
the statistical information systems. As the speed of computers increases, 
it is more efficient to store raw data which can easily be probed for intelli-
gence purposes. 
12 
As mentioned previously, up to 1890, there wa·s no legal 
right to privacy recognized. It was only implied in the search and seizure 
provisions of the Constitution, in the common law of privileged communi-
cations, in the law of trade secrets and in the law of defamation. The 
_ law of privacy can be broken down into four catagories, the first 
being the intrusion of physical solitude; the second--publication of 
private matters violating ordinary decencies; third--the creation of 
a false public image, as by forging a letter attributing to views a person 
may not hold; and fourth--appropriating some element of a personality 
for commercial use without permission. 7 
The problems that arise from the computer industry are slightly 
different. They involve the accuracy with which the information is stored 
and manipulated and the improper use of such information. Statutory 
law is developing in two directions at the same time. Society is concerned 
with the government's accumulating information and keeping it from 
the people. The government will only disclose information forced by 
law or voluntarily offered for particular purposes. So, there are freedom 
of information laws to insure the availability of info·rmation and privacy 
laws to inhibit its availability. 
The U.S. Government relaxed its stringent rules on government 
-policy by enacting the ''Freedom of information" law to give every citizen 
a right to learn what really goes on officially in Wa.shington. The 
Act a·l lows the books opened to everything but: 
13 
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1. defense classified documents, 
2 •. Federal Bureau of Investigation files, 
3. income tax returns, 
4. patent applncations, 
5. executive branch memoranda, and 
6. trade secrets and industry financial data. 8 
The area of greatest statutory activity is not related to the 
computer's particular assault on our claim to a private personality. 
This is a very tricky area. The law can only effectively regulate 
technology by controlling its form as well as its use. The law must 
affect the design of the vehicle itself. We can enforce a few technical 
safeguards which can be used to protect the storing and distributing 
of personal data. Cryptographic protection for transmission lines which 
carry personal data should be used so that eavesdropping may be made 
a bit more complicated and more expensive than tapping a telephone 
line. Personal data should never be filed in a "clear" state, so that simple 
access to storage will unlock all information. There should be an audit 
of computer programs which store personal data which will make sure 
no programmer has deliberately or inadvertently short circuited any 
access routes. Recording devices should be bui It into any system to 
record any source of requests for personal data. All these items will 
raise the cost of computers, but it is a price we must pay to safeguard 
4 
.. ~- . .J 
persona I information. 
,':.>-l_. 
Some rights should be extended to the public by the government 
' 
or any other private or public agency which gathers personal data. 
14 
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They should give notice to individuals that data is being collected about 
them, and these individuals should have access to the data for verification. 
Public authorities should not be authorized to purchase equipment for 
the sole purpose of storing and distributing personal data to third parties · 
unless authorized by the top governing agency. Pub I ic agencies and 
firms, and their agents and employees should be liabel to injured 
parties for the disclosure of false data or the knowing tran~mission 
of true data for defamatory purposes. 
Under U.S. Code 651, (Right to Privacy) dealing with privileged 
matters, there are restrictions on credit reporting agencies. All 
banking systems are required by law to keep accurate and up.,...to-date 
credit reports. They are required to adopt reasonable procedures for 
meeting the needs of commerce for consumer credit, personnel, insurance 
and other information which is fair and equitable to the consumer 
with regard to the confidentiality, accuracy, relevancy, and proper 
utilization of such information in accordance with the law. Consumer 
reporting agencies can furnish a credit report in response to a court 
order having jurisdiction to insure such an order. They can release 
information in accordance with the written instructions of the consumer. 
They may also furnish i.nformation to any person on connection with 
a credit transaction, or used for employment purposes, underwriting 
of insurance or eligibility for a license granted by a government agency. 
15 
-: 
... 
\ . 
Information may also be divulged for any legitimate business need for 
the information in connection with a business transaction _involving the 
consumer. 
Except as authorized under law, no consumer reporting agency 
may make any consumer report containing any of the following information: 
1. Bankruptcies, which from date of adjudication of 
the most recent bankruptcy, antedate the report by more 
than fourteen years. 
2. Suits and judgments which from date of entry, antedate 
the -report by more than seven years or until the governing 
statute of Ii mitations has expired, whichever is a longer 
period. 
3. Paid tax liens which, from date of payment, antedate 
the report by more than seven years . 
4. Accounts placed for collection or changed to profit 
and loss which antedate the report by more than seven 
years. 
5. Records of arrest, indictment, or conviction of crime 
which, from date of disposition, release, or parole ante-
date the report by more than seven years. 
6. Any other adverse item which antedates the report 
by more than seven years. 9 
Your right to privacy is protected by law in other areas. There 
is protection provided by law against disclosure of confidential information 
between an attorney and client, and a husband and wife. The right 
is also extended in many jurisdictions to communications between 
priest and penitent, physician and patient and occasionally other relation-
ships. Income tax protection is also provided for. The main argument 
16 
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against discovery is that such returns are.privileged. The statute pro-
vides that the returns are pub I ic records, but are open to inspection 
·onl.y to such extent as authorized by regulation. 
Under the new law, the consumer is notified in writing 
and it must be mailed or delivered to the consumer no later than ,, 
three days after the date on whi,ch the report was first requested. 
This procedure must be followed on any investigative consumer reports. 
. . ".'4 
When any credit reporting agency is asked to furnish a report to any 
governmental agency, they can identify the consumer only by his 
name, address, former addresses, places of employment, or former 
places of employment, unless the consumer otherwise specified. 
Every consumer reporting agency shal I, upon request and proper 
identification of any consumer, disclose to the consumer the nature 
and substance of all information in its files on the consumer at the 
J 
time of the request. He must be notified as to who sl!pplied the information 
on his file. He is also furnished with a list of recipients of his consumer 
report. 
The consumer repor.ting agency is liabel for willful non-
compliances and also, negligent compliance of the law that protects 
the consumer. The consumer has the right to take the agency to 
court for either of these two reasons. The U.S. Federal Trade Commission. 
protects every· consumer under this law. 
· .. \ 
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Now we must put more emphasis on developing standards 
for data verification. The confidence in any system will be enhanced 
and utilization encouraged if the user is assured that data items 
are subject to verification as to accuracy, bias, completeness, currency, 
documentation and satisfaction of lega I requirements. Another method 
that will enhance a system is to have a practical data purge system. 
., 
The best data system in terms of cost and ·benefit is one that has a 
·, 
high content of active data and one that is adequately up-dated. There 
must be an orderly review of file content so as to be able to remove 
inactive or low-value data. 
There have been many studies on data classification in an 
attempt to identify and define data items that should be processed as 
classified or confidential. This is one concept that was devised by 
the California Intergovernmental Board on EDP. lO Confidential information 
should be classified on the highest level of restriction and should 
be limited to data which is prohibited.from free and full disclosure 
by law. Information that is restricted would be information not protected 
by law from free and full disclosure. An unwarranted or unauthoriz,ed 
intrusion into this area could be considered an invasion of personal 
privacy. This area must be assigned a security classufication. The 
final type would be called unclassified. This would be all data maintained 
by a public agency not otherwise classified as confidential or restricted . 
..... 
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The means by which data is classified results in the interaction 
of one or more of the following criteria: Public Policy - the living 
residue of tradition and social acceptance. Statutory law - the formalized 
and legal codification of social needs and standards of conduct. Legal in-
terpretation - the implementation of judicial and administrative decisions 
. 
.. ·-··- -· . ---,-_-•-
that have been sanctioned through pub I ic acceptance. User Agency 
Specifications - operational decisi.ons that have been adopted and ennunci-
ated to promote agency goals in an atmosphere of public support; 
and finally, the Personal Needs of the Individual - acceptance of 
the system's integrity by the public who participate and furnish personal 
information to assist an agency to function with respect to the needs 
of the individual. 11 All of these areas will need revolutionary changes 
as the system grows. The confidential classification of data is always 
ready for adjustment and reassessment. 
There are many areas where data can be stolen or copied for 
external use. These areas must be safeguarded, but before we can 
safeguard them, we must be able to identify them. Information must 
first be secured from accidental obseryance by any individual or employee. 
When data is purged regularly by any institution they must make sure 
all confidential files and tapes are completely destroyed without any 
leakage of information. Industry must protect itself from employees 
who wo_uld steal information to sell al~_~g -~ith hi red spies from the 
outside. Most thefts by employees are the stealing of files, but 
., 
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administrators do have access to more pertinent informa_tion, and ·above 
all, tnere is the possible intrusion by organized crime. 
Before any acceptable automation program can be developed, 
there must be a policy as to data classification.· Not all data is private 
nor is it simply confidential. There must be certain policy decisions 
. 
made before the system is initiated. The data content of the system 
should be broken down into restricted access and inquiry areas. 
1,;__:. -·' 
The policy of the system should state whether the data is filed under 
General Public policy, Agency Administrative policy, under statutory 
provisions, or finally by judicial ruling. 
Certain specific criteria should be established based on the 
accepted policy. This wi II act as a guide to test the classification 
of all data in the system. A policy manual should be prepared and up~ .. 
dated to facilitate the system's operation. All personnel should be 
held personally accountable for the compliance to the guidelines set 
forth in the manual. Naturally, the policy manual should be up-dated 
periodi ca I ly and a 11 employees notified of the additions or deletions. 
The system must be continuously up-dated to satisfy system requirements, 
technological changes and legal specifications. 
Additional considerations should be taken in the system's 
. design and operation; tJ:}e first one being facility security. Is the 
· location of the hardware such that it can be secured with a minimum 
amount of work and danger?~ .One must also consider whether to have 
];, . ' 
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. a single or multiple facility with the data spread throughout all areas 
so that no one station could supply any one type of information. Next 
one must consider access to the facility-- when normal access can 
be attained and when emergency access can be attained. 
The next major area is equipment. Decisions must be made 
as to the configuration of the hardware, and operating characteristics 
such as multit=)rocessing, multi-programming and remote terminals. 
Program control isanoth.er area. Do you want single management 
or multi-management responsibi Ii ties? The system should be monitored 
' 
. 
so as to identify anyone who uses the computer. 
The hardest factor to control is the human factor. This is 
the most critical and perhaps the most unpredictable area. One must 
lay out plans and criteria for personnel recruitment, selection and 
appointment. These employees must then be trained and supervised 
for a specified period of time. There must be an operational discipline 
that is strictly enforced; and last but not least, one must make the 
employee comfortable so as to retain him. One cannot be so rigid as 
to force good people to leave their jobs. 
The same versatility which makes the computer valuable as 
a data manipulator, can be used to monitor the system and support 
human supervision procedures. A sound data classification system 
can specify data that should be restricted or have special protection 
from disclosure. It can also provide for isolated storage of restricted 
\ 
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data. The system can be devised so as to allow only the right people 
· access to confidential data only under specified conditions; and the 
agency ~hould be required to certify anyone who has access to the 
computer. 
To minimize privacy violations, one must impose some physical 
conditions to protect the system. One must be able to protect the system 
and ~t the same time provide a functional environment that will encourage 
the use of the system. The system should be centrally located and 
be backed up by facilities to duplicate the files. For convenience, the 
system must have remote terminal installations. The circuit security 
should be such that it will protect the system, but not make use of 
the system difficult. 
In setting up the system, one must consider Central Data 
banks versus Dispersed Data banks, and Central Data files versus 
Centra I Index. In the activation of the system, one has to consider a 
·.-Central System control o~r· possibly a remote terminal activator. 
The software system should be such that programming can 
be developed with an awareness of the need for system security and 
data security. There must be a control over basic software components, 
such as a program library, back-up documentation, diagnostic and 
~ 
test routines, continuous coding for identification purposes and transaer 
tion monitor logs should be designed for operational super~Jsion. 12 · 
.•:, 
Another way in which it is possible to minimize· potential 
privacy violations would be to establish personnel requirements. 
-"!' 
Attention should be given not only to employees who perform the technical 
services, but also the operating personnel of the agency for which 
the information system was developed. No matter what precautions 
have been taken with the system itself and its faci Ii ties, the key to 
the security rests with the individuals who have access to the data 
system. Policies should be set forth as to personal safety regarding 
an individual's ability to enter certain restricted areas. Also, there 
must be provisions for an emergency so that if would be possible to 
get an employee who is qualified into an area in which he was formerly 
prohibited from entering. There is a need to have every employee account-
able for his actions. One must have an identification control plan 
' ' 
whereby employees" can enter their specified areas as mentioned before. 
This is one area that must be tightly controlled, since this is the one 
area where most breaches occur. Along these lines, a system of getting 
employees in and out of the building and allowing access to areas 
such as cafeteria, nurse's office, etc., without their entering a restricted 
area, is necessary. Special precautions should be warranted when 
non-employee personnel are permitted access to the installation, such 
as equipment maintenance and building service maintenance or even 
visitors. 
---------------...-------------------·· . --·l 
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The next area of concern is the system design. There can be 
control provided by specific programmer's techniques. The access 
to the terminal can be limited by programming. When an employee uses 
the computer he can be restricted to enter certain data classification 
. areas by a code from his identification card. The terminal will identify 
' 
the user and verify that he has access to the terminal .. The program 
will then only allow him to receive specific data that he is qualified 
to see. There would be a restriction as to the response of his i·nquiry 
based on· his security clearance or need for this data. There would 
be a monitor on all terminals·to intercept and identify unauthorized 
attempts to access the system. The computer would register the transmit-
ting terminal and exact location, identify the operator, the specific 
nature of the restricted access attempts, notify security of the attempt 
and finally abort the unauthorized attempt. 
The system can be programmed to audit the files and purge 
files and also check levels of file activity. It would be wise to establish 
a periodic file review to cha I lenge the "confidential II status of data, 
and this would assure conformity with system policy. The entire 
idea of an auditing system is to promote the confidence of the user 
of the system in the personnel who are operating it. The audit establishes 
a method and set of criteria for determi"ning if the employees ·are operating 
.I' 
the system in ·accordance with good and established ethical practices. 
'· 
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One suggestion has been to license anyone involved with the 
-design, installation, management, and operation of any data system 
that contained confidential information. It would also be possible 
to scramble the data in the files according to some algorithm making 
it very difficult for anyone to unscramble th·e data. 
No matter to what extent the data on file is secured, there 
is always that human factor which somehow and some way enables 
~ 
someone to steal confidential information. I believe that if a firm used 
al I of these methods and a few of their own, that they would reduce 
i/....;··11' 
the chance of a theft to almost zero or even better. ·:!~.' . .('.,; .. .. --;,·,11 
Violations of security occur when personal data which is fur--
nished for selective use with the specific intention of being kept secret 
is released to unauthorized persons in a manner that jeopardized the 
expected system security. As mentioned before, the integrity of any 
information system regarding confidentiality wi II be resolved at the 
level of the human factor. Any information which is stored in an inactive 
or inaccessible device without human involvement wi II not reveal informa-
tion that would provide the basis for a violation of privacy. Man himself 
creates the system and the information that will be placed on file. He 
manipulates the information for a specific need and he finally disposes 
of the information revealed by_ the system. 
Any weak policy or lax discipline standards result in an inferior 
system. Many critics have objected to the development of major data 
-
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banks and interagency ·information sharing systems in government 
service based on practices of private credit bureau agencies. They·· 
have seen how lax some of these firms can be. There is a general 
lack of discretion by a number of these private agencies and some 
people fear the government may act in the same way. lt_is very unfortu-. 
nate to conclude that public information systems cannot prot~ct the 
\· 
privacy of information due to the questionable practices of a few business 
organizations. 
' One of the most practical approaches towards satisfying a 
person's right to privacy is to make provisions for the individuals 
to inspect the system's files which contain their personal data.· There 
should be a means by which the individual can correct any data that 
is in error and subject to bias interpretation. 
When one is concerned with file security in commercial systems, 
there are many problems to be considered. If a time-shared system is 
to function effectively, then it is necessary to incorporate foolproof 
measures for the protection of certain memory areas. These areas 
include, private files of the various users __ , the area of memory occupied 
by another user's program, the system executive program and the 
public files. 13 
Before anyone submits personal data to any remote access 
service they want to be guaranteed that no one wi II touch this data 
26. 
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unless given permission to do so. Security is required to insure that 
no one changes the program of another, whether high· level people or 
low level. A complete security is required to prevent accidental interfer-
ence between data and programs of one user with another. 
A good security system also benefits the service agency in 
another way. If the agency wants their records to be admitted as evidence 
in court or to be considered by tax authorities, they must be able 
to show that there has been no unauthorized access to the data. They 
. must also show that the entire system is safe from any tampering whatso-
ever. If the agency can prove this, it can prove it has a very reliable 
system which wi II definitely help business. 
In any system the most likely invasion of file security wi II 
occur as the accidental intermix of data or programs. If a service 
provides both public and private files it is possible to give out inaccurate 
information if by some means these two different files should get mixed 
up due to poor programming. 
Time theives are another problem in industry. When one 
considers the high cost of computer equipment and time, it is quite 
possible and profitable for someone to corrupt a programmer to arrange 
a by-pass of the accounting area to use the computer free of charge. 
Accounting areas are usually strictly controlled, but it is possible to 
by-pass this area. 
···-.--~. 
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When we decide,·what is private and what is not, we must 
look at the Bi II of Rights, but even this source is vague. To see what 
I mean, first you give information to your insurance company, your 
bank, and then a credit bureau. This type of record keeping usually 
does not concern anyone, but when these records are brought together 
with police records, court records, and hospital records by individual 
names, people tend to feel that their rights are being jeopardized. 
It may be convenient for all this information to be filed in one place, 
person by person, and available to any business who can show good 
reasons for requiring this information. (I believe that it is not necessary 
for businesses to have quick access to such files. Businesses have 
ways of getting the same information, and a better way to protect 
themselves from liabel.) Currently, credit files, health files, and 
similar types of information are regarded as confidential information. 
Guidelines have been set by the Associated Credit Bureaus Inc., to 
permit individuals access to their records, on certain conditions including 
execution of a waiver of his right to sue for inaccuracies. If a credit 
file erroneously labels a person a "deadbeat, 11 so that he cannot get 
a loan, the service maintaining the credit files can be sued for defamation 
of character and .slander. This gives the ordinary citizen a good hold 
on any credit reporting agency, so they must take extra care in protect-
ing the information on file and making sure it is accurate. 
·~ ·:,. 
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The government is getting involved with remote access syste'!ls 
" \. 
at this time. It is very possible for the system to be an illegal monopol( 
?-·,,,, 
machine if it were programmed to send all orders to one company. It 
could be used to up-date records of sales and prices to be given to 
competitors for the sole purpose of price fixing. The service must be 
sure it is not limiting its clientele so that they could be accused of 
boycotting the possible users. These are just a few areas that the govern-
ment is moving into. As the machines become more and more versatile, 
the government wi II have to put more and more controls on these agencies. 
Computer systems are used to store both industrial secrets 
and private information. This information deals with research, address 
files, customers master lists, reports of a company during lawsuits, 
along with many other vital statistics. Many outsiders would be greatly 
interested in getting their hands on any of this information. One aspect 
· which has not been mentioned is that is could be very profitable for 
someon·e who has access to the system to change payroll information, 
health records or change credit records all for a slight fee. Therefore,·. 
we know that people from the outside along with P.eople on the inside 
would like to obtain unauthorized information. The ignorance of outsiders 
concernnng what is actually contained in the system is about the greatest 
deterrent most compannes have, but organized crime or unscrupulous 
individuals with money could penetrate this area. No possible security 
is perfect. What most systems strive for is to make the cost of penetrating 
\ the system very high,--high enough to discourage unauthorized penetra -
tion. 
Today it is very hard to protect any system; and with the increase 
_ · ~-f data banks, it is going to be even more difficult, since most knowledge-
able people will realize that these systems wi II contain much classified 
,_ 
information. 
Information retrieval systems have had a great impact on every-
one. In the area of documentary or record surveillance, the computer 
-. ··""-'·-~·-. .....______~-and the communication network constitute a major pressure on the 
systems of privacy. Today we are developing information receivers 
throughout the co_untry and in every area of our lives. We find 
these systems in schools, universities, corporations, and government. 
All these receivers are linked to a central information center where 
the data is col lated and processed. The information then goes out 
to evaluators who d~termine wbether w.e do ot: do not go to college, 
take a specific job, receive credit, be branded as a security risk 
or any number of things .. Systems such as these, if not properly 
control led, will no longer act as statistical information centers, but 
more like intelligence systems. There must be many administrative, 
and legal safeguards that would effectively limit the risk of misuse 
of this centralized information. ,. 
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Most data banks today are on a small scale, such as motor 
vehicle departments which contain all the data about each individual 
license holder. The information here is generally of three. types--his 
vehicle, his record of violations, and the personal information about 
him usually contained on his license. 
A s~cond type of data bank was developed in Detroit. It was 
developed for policy studies. It contains statistics on social and 
physical indicators such as truancy, venereal disease rates, and occu-
pancy rates in buildings. The information was used in measuring 
the city's decay, the incidence of crime, and many other urban problems. 
The third type of system is the New York State Identification 
and Intelligence System. It serves the criminal justice agencies 
in New York State-- agencies such as police departments, district 
attorney's offices, the courts, the sheriff's offices, the prisons, and 
the probation and parole agencies. The system collects information 
on arrests, trials, sentences, appeals, and detention records. This 
information is supplied on a need-to-know basis. This agency has 
no power to prosecute; therefore, it acts as an information clearing 
house. 
Data banks are also being developed in many private areas. 
These are mainly statistical data banks which are used for social science 
research. These fields include urban research, political behavior, 
chi Id development, creativity, and i-ntel ligence studies. Their purposes 
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,are wholly statistical and at the moment do not infringe on anyone's 
• privacy. 
Data banks are outgrowths of the way we have always· kept 
records, but in terms of quantnty and sensitivity and speed with which 
this· data can be circulated, they present a problem of new dimensions. 
A key issue of privacy is whether information of certain kinds · 
should be collected at all. Are there some kinds of information that 
should be excluded from any system simply because it is too sensitive 
or too dangerous to have in large data banks? Another aspect is, 
to what degree should one piece of information be associated with 
another, if at al I. It is often possible to create sensitive data by associ-
ating two seemingly unrelated pieces of information. Another sensitive 
area is, to whom should any of the information in the data bank be 
disclosed? Who has a right or a need-to-know the information that 
is on file? Every data bank must know the extent to which the individual 
who provided the information has consented to its further use. 
We can relate some of this to due process. Let us consider 
giving every individual the opportunity and right to know what is 
in his file. It has been proven by social science students that when 
the collator of data is aware that the individual about whom he is 
collecting information will be able to see what is written, that investiga-
tor becomes more responsible, careful, and corrective in the way 
. 32. · 
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the data is collected and recorded. At this time, one must put legal 
pressure on credit bureaus in order to see ones files. Most will 
not let you come in and check the information. Once an individual 
has seen his file, he should be given some legal rights in order to 
have his file corrected if necessary. In some areas the right to see 
ones file and have corrections made is not enough. It may be possible 
that an individual may want restrictions placed on interpretations 
based on the facts in his file, whether they are true facts or not. 
I definitely believe that anyone who sees the data in someone's file 
should be able to draw his own conclusions, but I also think it is fair 
and right for this individual to give his version to the data that pertains 
to him. 
How secure is data which is centralized in data banks? People 
tend to get upset when a great d~al of private or secret information 
is placed in these centralized areas, but when data was kept in manual 
files, it was very simple to make a small bribe to get at sensitive data. 
Lower echelon people could be bribed by a box of candy, flowers, 
or by cold cash to reveal secret data. Today it is a good deal more 
difficult tog-et at sensitive data. By centralizing information, we 
may make it more complete, tempting, and powerful, but we may 
also improve on, rather than limit the sense of privacy. A computer 
offers more avenues by which to secure the data which is on file. 
33 .. 
. --·, 
....:.-·:-~ 
·~ 
. .. 
Access can be so guarded that the machine is almost inaccessible 
to unauthorized persons, and guarded public audits can provide re-
. straints on how those with access to the system make use of it. 
The "Link" system is a means of assuring the confidentiality 
of research data. The system was· developed in connection with 
the Cooperative Institutional Research Program of the American Council 
on Education in 1965. 14 lt was developed in regard to freshmen question-
naires. Originally, the student's responses to the questionnaires 
were keypunched and converted to magnetic tape. The original 
questionnaire and punched cards were destroyed to help conceal the 
identity of any of the data. The "link" system involves two separate 
files. One file contains the answers the students gave to each question 
and an identification number, The second file contained the student's 
name, his address and the same identification number as in ·the 
first file. This secqnd file was then locked up and only used to send 
out follow-up questionnaires~ Additional precautions were instituted 
later to keep people from handling the questionnaires. They instituted 
optical scanning of the questionnaires. The Program had mainly two 
concerns--first, they could not protect their data from subpoena 
by judicial or legislative agencies; and second, they could not protect 
their data from unauthorized disclosure by research staff members 
who had access to both files . 
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In 19:69, the file was improved by eliminating the identificati,on 
numbers from the address file and the file which contained the answers 
to the questionnaire. · A third file was made and two identification 
numbers were used here. The third file has one identification number 
for the answer file and next to it another number that corresponds 
to the name and address file. This link file is the only file that can 
correlate the name and address to the answers of the questionnaire. 
This file was then sent to a foreign country for security. The research 
agency and the foreign agency must both violate their agreement to 
release the files before any data can be given out. 
The file is stored in a foreign agency so that it is protected 
from Congressional or judicial subpoena, since these two countries 
do not have any jurisdiction outside their borders. The system 
also protects the data and anonymity of the individuals since there 
is no way for the research people to correlate the data to any person. 
Now the questionnaires are optically read and the data is automatically 
placed on magnetic tape. At the same time, the questionnaires are 
then destroyed manua I ly. There is no need for any human inter-
ference. The agency which is holding the link file only takes the 
file out of their vault long enough to print name and address labels 
for collecting follow-up data. The questionnaire is sent to the foreign 
agency for processing. The names are destroyed once the identification 
./ 
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number is placed along with the data. The data with- its code number 
is then sent to the research agency to be placed with the data having 
r---~----
the corresponding number. This way the name and the data do 
not come in contact with each other. The link- file also has a duplicate 
at another agency in case the first file is destroyed. 
Some people feel that the link system is extreme and perhaps 
unnecessarily expensive and ti me consuming, but one must compare 
~-
. 
it to the expense of protecting data by hardware and software computer 
systems. 
Project SEARCH is computerizing arrest records for a ten-
state area. They have the system structured to improve accuracy and 
completeness of al I records. The system excludes inf~rmation concern-
ing juvenile offenders, and the system is set up to include or exclude 
specific misdemeanors. The system does not include subjective evalu-
-
ations by police, judges, or detention authorities; and therefore, 
the data wi 11 not influence in one way or another any of these same 
people who may need the file. The system is new and still being devel-
oped and secured. 
There is one system that concerns quite a few people in 
this nation, and that happens to be the National Crime Information 
Center. Some people distrust it simply because it is a gov·ernment 
agency that controls the system and others fear it since i~ also is 
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controlled by a law enforcement agency of the Federal Government. 
From sources I have questioned, it seems to be rurJ quite above board. 
It is well protected and the data is not given to just anyone. It is 
<I 
a well controlled system. The system is an automated police information 
network. Teletypes are installed at local police stations and phone 
lines hook up this system to State Police computer systems. These 
are connected to a central computer which is operated b_y the FBI 
in Washington, D.C. The system contains arrest records on nearly 
19,000,000 Americans. This information helps police make decisions 
about arresting, searching, detaining, questioning and investigating 
possible suspects and offenders. The N. C. I. C. system can provide 
more detailed and accurate arrest records, distinguishing convictions. 
from acq~ittals. With the quick responses, the cleared suspect can 
be released sooner and arrested persons with clean records can be 
recognized thereby enhancing civil liberties. 
The N.C.I.C.'s objective is to improve law enforcement throu_gh 
the more efficient handling and exchange of documented police informa-
tion. They hope to develop state and metropolitan computerized systems 
that will enhance the N.C.I.C. system. With these new and supplementary 
systems, the NoC.I.C. information bank will be available to all law 
enforcement agencies across the country. The structure and basic 
procedures of the N_.C. I. C. system was approved by the International 
-""--'->.· 
Association of Chiefs of Police in Philadelphia, Pennsylvania, in 
October 1966. The system can best be described as a computerized 
index to documented police information concerning crime and criminals 
of nationwide interest. N. C. I. C. emphasizes th_at any law enforcement 
agency should evaluate the information given them by their computers, 
with any available information at the scene before they take any action. 
The data must be confirmed by the originating agency. 
By a resolution presented May 15, 1967, by the Committee 
on Uniform Crime Records, and the International Association of Chiefs 
of Police, controls governing access to police information must remain 
with law enforcement agencies and no one else. The resolution 
was finally adopted in September, 1967. 
Access to information is restricted to duly authorized law 
enforcement agencies. All agencies must secure their own terminal. 
Any departure from this responsibility warrants the removal of the 
offending terminal from further participation in order to protect 
a 11 other users. 
General information which is kept on N .C. I .C. files includes: 
license plate number, vehicle registration, gun registrations, articles 
(stolen property other than what is mentioned), Wanted Person, · 
Securities, boat registration. Personal data includes:· name, sex, 
race, nationality, date of birth, height, weight, color of hair, visual 
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marks (scars, tatoos, etc.), FBI number, finger print classification, 
Social Security number, operator1s license number and state, operator's 
license year of expiration, arrest records and the charge within 
each arrest, together with the disposition of each charge. 
The files also include information of each prosecutive count 
together with disposition of each account and any appeal data._ A full 
record will show any custody status and any change, such as parole. 
The agency entering the data is identified, since they are personally 
responsible for the accuracy of the data. A third category of information 
kept on file is Offenses, if any, including: Offense, date of Warrant, 
originating case number, date apprehended, apprehension agency, 
apprehension agency case number. 
The system is in use twenty-four hours a day. The hardware 
is an IBM 360 Model 65 Multiprocessor with a 2 million byte memory, 
a combination of IBM 2314 Telex and CalComp disk storage devises, 
and also an IBM 2703 transmission control unit. There are 102 law 
enforcement control terminals, and terminals in all FBI field offices. 
There is service provided to al I fifty states, the District of Columbia 
and Canada. Western Union Telegraph Company provides the communi-
cation lines. There is no operational dial-up access to the N.C.I.C. 
computer. The entire cost is absorbed by the FBI. There are approxi-
. mately '25. I mi I lion transactions per year. 
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On-line clearance or cancellation of records by the entering 
agency is the primary means of maintaining the files in an up-to-date 
condition. Each agency's records are sent back by print-outs via 
control terminals for validati"on. Wanted persons and stolen vehicle 
files are purged every ninety days and other property files are purged 
annually. During periods between validation, the records are carefully 
checked by N. C. I. C. personnel. 
The system is designed to speed up crime prevention and 
save money. The FBI saves money in mainly three areas--a nationwide 
teletype system is not needed, wanted posters do not have to be posted 
and revised, and manually maintained files do not have to be kept. 
The system excludes arrest data of juvenile offenders unless they 
were tried as an adult, for drunkenness, vagrancy, public order 
offenders, such as disturbing the peace, curfew violations, etc. 
The files are kept confidential by many means. The communi-
cation lines are only accessible by terminals in crimi'nal justice agencies. 
The FBI assures the physical security of participant's computer sites, 
as. well as that of all remote terminal sites on line for criminal history . 
data. The number of personnel having access to the terminals is limited. 
The personnel as well as all data personnel having access to the 
data are screened very carefully. Logs are kept to identify users 
of the files. Any person has the right to check his file to make sure 
:•. .. 
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it is accurate. Every precaution that is possible is taken to protect 
the data from being disclosed. · 
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